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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMNEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC2; Ha
HEro PacrnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO COrnalleHusi. bes cneuymansHOro nMCbMEHHOrO pa3peLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

Nuctpymenter  Kpuntollpo  (CryptoPro  Tools) — kpoccnnatdpopmerHoe rpacmyeckoe  MpuioXeHue,
dpyHkuyunonmpytowee nog ynpasnedunem OC Windows, Linux u macOS, nogaepxusaembix CK3U Kpuntollpo CSP
5.0 KC2 (cm. n. 3.2 X)KTA1.00102-01 30 01. Kpuntollpo CSP. ®opmynsip).

VTunnta npeaocTaBasieT 4OCTYN K OCHOBHbIM cbyHkumsiM n HacTpoiikam CK3W Kpuntollpo CSP Bepcun 5.0
KC2, skntoyas:
® MpPOCMOTP CBefeHuiA o nuueH3un Ha ucnonssosaHne Kpuntollpo CSP sepcun 5.0 KC2;
YCTaHOBKY MapaMeTpoe obsiiayHoro nposaligepa;
co3panune n npoeepky I[;
ynpaBneHne KAoYEBLIMN KOHTERHEpaMu;
ynpasieHue ceptucprkatamu 1 1 CBA3AHHLIMU C HUMU KJIOHAMU MOLMNNCHK;
ynpaBfieHne HOCUTENSIMU,
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NHcTpymenTel KpnnTollpo

1 VYcraHoBka n poctyn K npunoxeHuto VIHCTpymMeHTbl

KpunTtollpo

1.1 Windows

Mpu uncnonbsosanun CK3U Kpuntollpo CSP Bepcum 5.0 KC2 nog ynpasnedunem OC Windows ytuanTa
Nuctpymentel Kpuntollpo ycTaHaBnnBaeTcs aBTOMaTMYECKM C OCHOBHbIMM dhaiinamum.

B OC Windows npunoxetue Nnctpymentsl KpunTtollpo gocTynHO Kak OTHENbHbIA MYHKT B rpynmne nporpaMm
«KPUMTO-MPO>» (mento Myck = KPUMNTO-MPO = WnctpymenTl Kpuntollpo) (cm. Pucyrok 1).

KPUIMNTO-MPO

Kanenpapb

Kanekynatop @

Kpuntollpo
Kamepa fa]

D HE

Kaptui

KiuHo u TB H

KPUIMTO-MPO Ceptudmkartnl

4
i

e

WHcrpymentol Kpuntolpo

Kpwntollpo CSP

Hactpoiku 2UMN Browser Plug-in

Ceptudmkatol

CepTudukaTtbl Nonb3OBaTENS

¥YnpaeneHue aMUeHsvAMK KpunTo...

i,

WHcTpymeHTHl
Kpuntollpo

&

¥npaeneHuwe
NULEH3NAMM. ..

Pucyrok 1. Joctyn k npunoxeruto Muctpymentel Kpuntollpo nog ynpasnedunem OC Windows

1.2 macOS

Ons ncnonssosanus cptools nog ynpasnennem OC macOS Heobxoanmo BbIbpaTh A5t YCTAHOBKM KOMMOHEHT
cptools B Mactepe yctaHokn Kpuntollpo CSP (cm. PucyHok 2) nnm yctanoeuts naket CPROcptools ns apxusa

ancTpnbyTuea:

installer -pkg CPROcptools.pkg -target "/"

CtpaHnua 5 us 27



MTAN.00102-01 92 06. KpunTollpo CSP. NHcTpykumst no Mcnosib30BaHMIO rpacpuyeckoro npuioXKeHus
NHcTpymenTel KpnnTollpo

®®O ‘& YcTaHoBka: ru.cryptopro.csp

Bbi6opoyHas ycTtaHoBKa Ha «Macintosh HD»

Wmsa naketa JeiictBue Pasmep
© BsepeHve CPROrdcloud YcTaHoBUTDH 512 Kb
o JlMueHsus CPROrdrinfocrypt YcTaHoBUTH 512 KB

CPROrdrosan YcTaHOBUTbL 512 Kb
- (REENIEETE CPROrdcloudcocoa YcTaHOBUTH 512 Kb
© Twvn ycTaHOBKM ~ CPROcptools YCcTaHOBUTHL 512 Kb
9
YCTaHoBKa @ CPROcacerts YcTaHoBUTL 512 Kb
CPROrdinpaspot YcTaHOBUTH 512 Kb
0630p CPROrdkst YCTaHOBUTH 512 KB
CPROrdmskey YcTaHOBUTb 512 Kb
CPROrdsc YCTaHOBUTb 512 KB
CPROrdjacarta YcTaHOBUTbL 512 Kb
Tpebyetcs MecTa Ha aucke: 32,3 Mb OcTtaHeTcsi: 953,62 b
GUI application for various CSP tasks
KowvnTol 1po
pu
Q. O Hasap Mpoponxutb

PucyHok 2. Ycravoeka cptools 8 OC macOS

VTunnTa ycTaHaBnuBaeTcs B AupekToputo /opt/cprocsp/bin. 3anyck NpunoXKeHWs OCYLLECTBASETCS U3
Launchpad (cm. PucyHok 3) unm 3 KOHCONM C MOMOLLbIO KOMaHAbl cptools.

Safari Kpuntofpo...o6HoeneHms Kpuntolpo NGate cptools.

A0 aBB @3B @ BGC 0Nl G LLLmm§

Pucyrok 3. Joctyn k npunoxeruto NHctpymenTel Kpuntollpo nog ynpasnedunem macQOS

1.3 Linux

[ns ucnonssoeanus cptools nog ynpaenennem OC cemeiicTea Linux Heobxogumo BbibpaTh koMnoHeHT cptools
B Mactepe ycranoskn Kpuntollpo CSP (cm. PucyHok 4) nam ycTaHoBuTb nakeT cprocsp-cptools-gtk ¢ nomowbto
COOTBETCTBYIOLLEA NnaTdopMe KOMaHAbl YCTAHOBKWM MaKeTa, yKasaHHoii B pasgene 2 «XTHAWM.00102-01 91 03.
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NHcTpymenTel KpnnTollpo

PykoBogcTBo agMuHucTpaTopa besonacHocTu. Linuxy.

TepMuHan x

@ain  lMpaska Bug [Mowck TepmuHan Crpaeka

CryptoPro CSP Setup
Select the way you want features to be installed.

Click on the list items below to change the way features will be
installed.

jptographic Service Provider
KC2 Cryptographic Service Provider
GUI for smart card and token support modules
Smart Card and Token support modules
cptools, GUI application for various CSP tasks
OpenSSL library
stunnel, SSL/TLS tunnel with GOST support
PKCS #11 library

<Next> <Exit>

PucyHok 4. YctaHoska cptools 8 OC cemeiictsa Linux

VYTunnTta yctaHaBiMBaeTCca B AnpekToputo /opt/cprocsp/bin/<HasBaHue apXUTEKTYPH>.

3anyck NpPUAOKEHMSI OCYLLECTBSIETCS M3 LUTAaTHOTO MEHIO MPUIOXKeHU  (BHELIHWI
ncnonbsyemoii OC) (cm. PucyHok 5) uanm n3 KOHCOMM C NOMOLLbLIO KOMaHAbI cptools.

-
od [Jata v spema
urites i\* JonoHUTENbHBIE [paiBepb
AJIMUHNCTPUPOBaHNE
A pup eMble Npun
Ayawo v Buaeo
& Npadmka
— WHcTpyMeHThl KpunTolpo
¢ ObpasoBaTenbHble WcTopua notpebneHna
i Odmc M Kanekynatop MATE
MapameTpbl ,
[tz B3 Knasmatypa
AHble

|—L|;r 1 5|.-1Hau,b-1|.-1 KNaBHLLU KnaB..

CneyunanbHble
_ . MeHepxep Bluetoot
CraHaapTHbIe 3 ep

& MeHep,

9 Mo

= . HacTpoikn Onboard

LIeHTp ynpaBneHua

B4 3aBUCUT OT

Pucynok 5. [loctyn k npunoxeruto NHctpymenTsl Kpuntollpo nog ynpaeneruem OC cemeiictea Linux
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2 Wntepdeiic npunoxerHunsa Nuctpymentbl Kpuntollpo

C nomouwbto MuctpymenTtos Kpuntollpo pewatoTcsi 3agaum ynpaefieHust KOHTeiHepamu, cepTudmkaTamum,
HOCMTENsSIMU, HaCTPOIiKaMN KPUMTOMNPOBARAEpPOB, CO34aHNSA U NPOBepKM dnekTpoHHol nognucu PKCS #7.

DYHKUUM  NPUNOXKEHNS CrPYNMNMPOBaHbl MO BKAAJKaM B COOTBETCTBMM C HA3HAYEHWEM U MO3BOASIOT
noNb30BaTeNsIM YAOOHO pelaTh TUMoBbie 3agaqu. JononHutensHble pyHKUMM MO HACTPOiiKe npoBaligepa LOCTYMHbI
B paclumpenHom pexxume (kHonka MMokasaTb paclwmpeHHbie).

Manens npunoxernsi Vinctpymentol Kpuntollpo cogepxunT cnepyrowme Bknagkn (cm. PucyHok 7):
Obuwee;

Ob6nayvHbii npoBaiigep;

KoHTeiliHepbi;

Ceptudinkarsi;

Co3pgaHue nognucu;

MpoBepka noanucuy;

VnpasneHve HocuTensiMu (JOCTYNHa B PacLUNPEHHOM PeXUME);

HacTtpoiikun (gocTynHa B pacluMpeHHOM pexunme).

2.1 PacwwupeHHbli pexxum

PaclumpeHHbIi  pe>kuM  NaHenn MpUOXKEHUSI PacCiUTaH ANl ONbITHbIX MOJib30BaTeseli W OTKPbIBAET
OOMOJIHNTENbHbIE BO3MOXHOCTW HACTPOWKM MapaMeTpoB npoBalifiepa M onepauuii C KOHTelHepamMu, HOCUTENAMU,
CO3[aHUA N NPOBEPKN MOAMUCH.

[ns oTobpaXkeHnst pacLIMpeHHbIX ONuuii HaxxmuTe KHomnky [loka3aTb pacwmpeHHble. B pacwmperHom
pexume paboTbl AOCTYMHbI OOMOMHUTENbHBIE ONUWMW 1 HAcTpoiiku Ha Bkaagkax O6nayHblii npoBaiaep,
KonTeiinepsl, Ceptudukartol, Cosganne nognucm n Mposepka noanucu, a Takxke BKIagkum YnpasieHue
HocuTensmu n Hactpoiikn.

YT0bbl CKpbITh paclinpeHHble onuumn, HaxxmuTe KHonKy CKpbiTb pacwwmpeHHble. Ecnm npu stom 6bina
OTKpbITa BKJ3JKa, LOCTYNHasi TONbKO B pacumpeHHom pexume (Ynpasnenue Hocutensimm uin Hactpoiikm), To
byaet oTobpaxeHa Bknagka Obuiee.

Mpumeyanue. HekoTopble onuuu B paclwMpeHHOM pexume (Hanpumep, WCMOIb30BaHNE JIOKAJILHOTO
XPaHUANLLA KOMMblOTEpa Npu BblbOpe KOHTeliHepa) LOCTYMHbI TOJLKO MPU 3anycke NaHenu C npasamu
agMuHuCTpaTopa (Cynepnonb3oBaTesns).

2.2 [lMownck no naHenmn

C nomowpsto rnobasbHOro noncka Mo MaHeAW MOXHO ObICTPO HaWTW  MHCTPYMEHT WAM  HACTPOIiKM,
COOTBETCTBYHOLLME UCKOMOMY C/I0BY. [TOMCK BBINOJIHAETCA MO 3HAYEHUsIM BCEX Noneii naHenn. Hanpumep, npu noucke
no cnosy «naposby (cMm. PucyHok 6) ansi Bbibopa gocTynHbl Bknagku KoHTeliHepbl n YnpaBneHue Hocutensimum,
T.K. OHM cogepxaT pyHkunn «CMeHUTb Naponb KoHTeliHepay U «BepHyTb Mapofib MO yMOJYaHWIO» HOCUTENS
COOTBETCTBEHHO.
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0 Kpwnrolpo CSP

~
Q KoHTeiiHepbl

. Beibepute CSP 415 onepauui ¢ KOHTeHHepamu
KoHTeliHepbI

Bce koHTelHepsl (BoIOpaTe CSP aBTOMaTMYeckm) 2

YnpaBneHve HocuTenamu Q Mouck KoHTelHepa

CuuTeiBaTENL KoHTelHep Mma cybrekTa ~
REGISTRY te-08872ddf-02e9-465b-... cert_test2

CLOUD D5S-86815e5d-80cd-4b...  good

CLOUD DSS-cfc42c2e-994f-48e7...  otziv_test

HDIMAGE te-47cab39d-d876-4784... petrovanp

REGISTRY te-2be458c1-fe6d-4e3f-..  petrovanp

CLOUD D5S-f1035abb-4c8c-4d1... test

CLouD DSS-70a8bedb-520a-48...  test0708

v
PEYIENRTN e e _fArA A s aa Lo_im annman

Mcnonb3osaTte N0KaNsHOE XPaHWAWLLE KOMMbIOTEPa
MpoTecTMpoBaTh KOHTeHep CkonupoBaTk KOHTeWHep Kak

CMeHUTb Mapons KoHTelHepa YaanuTb KoHTelHep

YcraHoBUTh cepTudumkat

CKpbITb paclUMpeHHble

PucyHok 6. lMouck no nanenu

2.3 Oo6buwasa uHdopmauna o CK3U

Bknagka O6uyee naHenu Minctpymentos Kpuntollpo cogepxut undgpopmauuto o Bepcumn ycranosneHHoro CK3U
Kpuntollpo CSP, ceeaeHus o nMUEH3MM, a Tak>Ke NO3BOISIET BbIOpaTh A3bIK NPOBaiigepa AJ1s TEKYLLErO NOJIb30BaTENS.

0 Kpwnrolpo CSP

Q rowcx P Kpuntollpo CSP

OBLwee Kpuntollpo CSP 5.0

CepwiHbIA HOMep 50500000000000000000%****
OBnauHblii NpoBaiinep Opranmsauma 000 "KPVNTO-NPO"

Cpok AercTBrA AnueH3sMn  MNocToAHHasA
KoHTeiiHepbl

Tvn AanueH3un KnwveHtckas

aTa NepBOW YCTaHOBKM 18.12.2018

CepTudchukaTtbl A P 4

A3bIk

Cospanie nopnmeu BoibepuTe A3bIK NpoBaiisepa ANf TEKYULETO NoAb30oBaTeNs

Pycckuia =
MpoBepka noanucK

MNMokasatb paclwmpeHHble

PucyHok 7. Bknagka Obuwee
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2.4 HacTpoiika napameTpoB 00s1a4HOro nposaiiaepa

CK3W Kpuntollpo CSP Bepcun 5.0 KC2 nopaepxupaer paboTy C Kjao4amu, XpaHAWmMMUcs Ha obnadHom
cepsuce Kpuntollpo DSS. WHctpymenTsl Bkiagkn ObnayHbiii npoBaiigep no3soisitoT HACTPOUTL B3aUMOLEACTBIME
KpUNTOnpoBaiiaepa ¢ «0BAAYHBIMUY KIHOHYAMU.

Nutepdeiic B3aumopeiictensa ¢ knodamu B obnake B Kpuntollpo CSP Bepcumn 5.0 KC2 He oTnnyaetca ot
paboThbl C KAKOYAMUN Ha KNACCUYECKUX KIHOYEBbIX HocuTensx. Jns Toro, 4Tobbl onepaunmn ¢ obnayHbiMn Kao4ammn B
KpunTtollpo CSP cTanu goctynHel, HeobxoanmMo HacTpouTb noakatodeHue k cepeepy DSS n yctaHoBuTh cepTudukaTsi
N3 NUYHOro KabuHeTa nonb3oBaTens cepsuca anekTpoHHoii nognucu (CIIM).

0 Kpwntolpo CSP - m} X
Q noucx ObnauHblli NnpoBaigep
CepBep aBTOpU3aALUK
Obuwee
| https://dss.cryptopro.ru/STS/oauth V‘
ObBnayHbli NpoBargep Cepeep DSS
| https://dss.cryptopro.ru/SignServer/rest V‘
KoHTeliHepb!
YcTaHOBWUTL CepTUdUKaThbI
CepTudchukaTtbl .
BbIiiTK € cepBepa aBTOpM3aLMK
CoszfaHve noanucu YCTaHOBUTEL LENOYKY ANA KaxAoro ceptudukara
[ ¥cranasnvBaTh TONBLKO AeiCTBUTENBHBIE CEpTUMKATEI
Mposepka noanucH YcTaHOBUTL B 10Ka/NbHOE XpaHUAMLLE KOMMbroTepa

YnpaBneHve HocuTenamu

HacTpoiiku

CKpbITb pacluMpeHHbie

Pucynok 8. Bknagka ObnayHbiini npoBaiigep

Mpn wucnonb3oBanuu npunoxenuss nog ynpasneHnem OC cemeiicta Linux/macOS pgns Bo3MoXXHOCTH
HaCTpoOlikn napamMeTpoB obnaYyHOro npoBaiigepa HeOOXOAUMO AOMONHUTENBHO YycTaHoBMThL nposaiigep KC1
(MHCTPYKUMIO MO YCTaHOBKE CM. B PYKOBOACTBE afMMHMCTpaTopa De3omacHoCTW AJis UCMONb3yeMoii nnaTopMbl).
Ecnn npoeaiigep KC1 He yctaHoBseH, kHonku Ha Bknagke OOnayvHblii NpoBailgep HeakTUBHbI, BHWU3Y MaHeu
oTobpaxkaeTcsi cooTBeTCTBYytOLEe coobuierne (cMm. Pucyrok 9).
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Kpunrollpo CSP - o x

ObnayHbIft Npoeainep

Cepeep aBTOpU3aLIMK

Obwee
http://dss.cryptopro.ru/STS/oauth -
ObnayHblil NnpoBainep Cepeep DSS
. http://dss.cryptopro.ru/SignServer/rest -
KoHTenHepb! P ryptop g
CepTudukaTsl

CospaHue nognucu
Ons ycTanokw cepTudpukaTos TpebyeTtca nposangep KC1
Mposepka nognucu

MNokasaTtb pacuwurpeHHble

Pucyrok 9. Bknagka Obnaunbiii nposangep ans KC2 nog ynpasnennem OC cemeiictea Linux/macOS

Ons nactpoiikn coegurerns ¢ CIM Kpuntollpo DSS ykaxute agpeca cepeepa asTopusauumn n cepeepa DSS B
COOTBETCTBYHOLNX NONIAX Ha BKAALKE. ﬂ'ﬂﬂ YCTAaHOBKMN CepTVICbVIKaTOB B XpaHUNULWE TEKYLLEro NOJb30BaATENA HAXKMUTE
KHOMKY YCTaHOBUTbL cepTudukaThbi.

Ecnn Bxog B CII1 paHee He Bbin BLINOSHEH, OTKPOETCA OKHO Bxoga B Beb-uHtepdpeiic CIMN. Bug nHrepdeiica
3aBucut ot ucnonbsyemoii OC (cm. Pucynok 10). [anbHeliwme AeiicTBMS nonb3oBaTenst Al OCYLLECTBEHUS
ayTeHTudpmkayuu 8 C3I1 3aBUCAT OT UCNOBL3YEMOIA NMPOrPaMMHO-anmnapaTHOR NNaTgOoOpMbl, HACTPOEK CEpPBEPA, METOAA
ayTeHTUUKaumn nosib3oBaTenst U pernamenTa pabotsl ¢ ykasanubim C3I (nogpobHee cm. 3skcnyaTaunmoHHyO
AoKyMeHTaumo Ha komnoHeHT Cepeep anekTpoHHoii nognucu «Kpuntollpo DSS»).

< CryptoPro Web Authentication x

} KPAMTOMPO
N—r"
Bxon B
CepBM1C 3NEKTPOHHOW noanvcu

[] Yyxon komnsiotep

Bxopa no ceptudukary Lipyroi ¢

Peructpayua

Pucyrok 10. Bxog 8 C3I Kpuntollpo DSS

Mocne Toro, kak BoinosHeH Bxog B CIM1, ceptucpukarel nonssosatens C3M1 BygyT ycTaHOBMEHBI B NOKANbHOE
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XpaHuiuLe cepTuuKaToB Tekylero nons3osatens (cm. PucyHok 11).

Mpumeyanne. MNpu yctaHoske cepTdUKaToOB KNtOYM NoanucK He nokuaatoT cepsep DSS.

O Kpunrollpo CSP

Q Mowck

Obuwee

ObnayHblli NpoBaraep
KoHTeliHepbl
CepTudchukaTtbl
CosnaHve nognvcu

MpoBepka Nnoanucu

MNMokasatb paclimpeHHblie

- ] X
ObnauHblli NnpoBaigep
CepBep aBTOpU3aLMUM
| https://dss.cryptopro.ru/STS/oauth V‘
Cepeep DSS
| https://dss.cryptopro.ru/SignServer/rest V‘

| YcTaHOBWUTL CepTUdUKaThbI |

BbIliTh C cepBepa aBTOpM3aLMM

¥ YcTaHOBKa cepTUQUKATOB 3aBepLLMIack YCrexom

CepTuduKaT YCTaHOBNEH BMECTE C LIeNOYKOH
Otneuatok: 6COCBE92FBE11C50B84268FE7223F9F5E7C59A08
ma cybbekTa: user_test

CepTudmkar ycraHOBEH BMecTe C LIenoYkoi
Orneuatok: B8914115503C5706E243F1B97B33A7957E2195FF
ms cybbexra: user_test3

PucyHok 11. VcTaHoBka cepTudpnkaToB B XpaHuuLLE TEKYLLErO MOJb30BaTes

Mo kHonke BbIiT € cepBepa aBTOpM3auUMU MOXHO BIATW U3 NMYHOro KabuHeta nonbsosatens CIM. B
ClyHae YCMeLHOro BbIXofa C cepBepa byfeT oToDpaxxeHO OKHO C COOTBETCTBYOLWMM coobuieHnem (cm. Pucynok 12).

4 CryptoPro Web Authentication

/N
P KPUMTOMPO
N

Bbl BEINONHWMW BbIXOA,

B LenAx ycuneHnA 6e30NacHOCTH PEKOMEHAYETCA B KOHLE
CceaHca 3aKpblBaTh BCe OkHa Gpaysepa

oauth -

Pucynok 12. Beixog n3 C3M Kpuntollpo DSS

B paCclLMpPEHHOM peXNME UCNOJIb30OBaHUA NaHENU AOCTYNHbl cnefayrowme JONOSIHUTENbHbIE ONUMN YCTAaHOBKN
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cepTndrKkaTos:

e YCTaHOBUTL LENOYKY ANs1 KAXA0ro ceptudmkata (no ymonyaHuto BkatoHeHa) — cepTudpukathl byayT
YCTaHOBJ/IEHbI BMECTE C LienoYkoli cepTudpmkatos. o ymonyaHuio onyms BkAtOYEHa.

e YcTaHaBAMBaATb TONbLKO AeicTBuTENbHble cepTudukaTbl (M0 ymMonuaHMio BbikIloYeHa) — Oyaer
YCTaHOBJ/IEHbI TOJILKO feiicTBuTENbHble cepTudmkaTel. [Mpu Hanuyum y nonbsosatens CII1 HepelcTBMTENbHBIX
cepTunrKaToB NMpK MOMbITKE UX YCTAHOBKN DyaeT oTobpaxeHa owwmbka u cepTudmkatel He ByayT ycTaHoBAEHbI (CM.
Pucynok 13).

e YCTaHOBUTbL B JIOKA/NbHOE XpaHWAWLLE KOMMbioTepa (Mo yMONYaHuio BbIK/KOYEHA) — CepTuduMKaTbl
OymyT yCTaHOBNEHbI B JIOKaJbHOE XpaHMAuLe CcepTucprkaToB (Mpy BLIKIOYEHHOA ONUWMM YCTaHABINBAKOTCA B
XpaHuanwWwe Tekyllero nonb3osatens). Onuns BocTynHa Ansi BbIbOpa TONBLKO MPW 3aMycke MPUJIOKEHUSI C NPaBamu
apMuHncTpaTopa (cynepnonb3oBaTens).

0 Kpwntolpo CSP m} X
Q noucx ObnauHblli NnpoBaigep
Cepsep aBTOpU3aL K
Obuwee
| https://dss.cryptopro.ru/STS/oauth V‘
ObBnayHbli NpoBargep Cepeep DSS
| https://dss.cryptopro.ru/SignServer/rest V‘
KoHTeliHepbl
| YcTaHOBWUTL CepTUdUKaThbI |
CepTudchukaTtbl .
BeiliTi ¢ cepBepa aBTOpM3aLMK
CospaHue noanucu O ¥cranosuTs uenouky Ans kaxaoro ceptmdrkara
YcTaHaBAMBaTb TOALKO AeNCTBUTE/bHbIE cepTUdUKaTsl
MpoBepka noanucy YcTaHOBWTL B NOKa/bHOE XPaHWAWLLE KOMMbIOTepa
¥ Mpw ycTaHOBKe cepTUdUKaTOB NPOM30LLIN OLWMOKK
YnpaBneHue HoCUTENAMU CepTudmkat He ycraHoeneH (0x80090328: MonyueH cepTUOMKAT C MCTEKWMM CPOKOM
AeilcTemna.)
HacTpoiiku Otneuatok: 6COCBE92FBE11C50B84268FET223FIF5E7C59A08
ms cybbekra: user_test
CepTudukaT yCTaHOBNEH
Otnevatok: B8914115503C5706E243F1B97B33A7957E2195FF
ma cybbekTa: user_test3
CKpbITb paclUMpeHHble

PucyHok 13. Onuun yctaHOBKM cepTUPUKATOB

2.5 Onepauunn c KoHTeliHepamMu

Ha Bknagke KoHTeiliHepbl oTobpaxkaeTcsi nepedeHb KOHTEWHEPOB, AOCTYMHbIX MOJb30BATENO, OT WMEHM
KOTOPOrO 3aMnyLLEHO NPUIOXKEHUNE, HA MOAKIIOYEHHbIX B HACTOSILLUY MOMEHT HocuTensx. [1o ymonyaHuto ans kaxxgoro
KJIt0Ya B KOHTEHEPE YKa3aHbl COOTBETCTBYOLW N cHnThIBaTEND, UMs cybbekTa (CN) ceptudpukara (B cnydae Hanmuus
cepTudmkaTa B KOHTEAHEPE) 1 TUN KIKOYa B KOHTEMHEpe.

VYnpaBneHue konoHkamu tabnuubl. B Tabnuue MOXHO N3MeHUTb nepedeHb OTODpaXkaeMbix CBOIACTB
KOHTeliHepa (M COOTBETCTBYIOLMX KOJIOHOK). [lnisi 3TOro HaKMuTe MpaBoii KHOMKOW MbIWM Ha Ha3BaHue Ntoboi
KOJIOHKM 1 B BbINAfAlOLLEM CMUCKE YKAXKNTE T€ KOJIOHKU, KOTOpble Heobxoanmo oTobpasutb B Tabauue.

Ons nsMmeHeHns nopsgka OTODPaXkeHUst KONOHOK NeBOWi KHOMKOW MbILIN 3a)KMUTE Ha3BaHWUE KOJIOHKU 1
nepeTsiHNTE ee Ha HeoDXOAMMOe MeCTo B Tabuue.

CopTupoBka koHTeiliHepoB. B tabanue foctynHa coOpTUPOBKA KOHTENHEPOB MO OAHOW U3 KOJIOHOK Tabnunubl.
Mo ymMmon4aHuIo KOHTeliHepbl OTCOPTUPOBAHLI MO MMEHUN CHNTLIBATENS. HTODBLI OTCOPTUPOBATL KOHTEAHEPLI, HAXMUTE
Ha Ha3BaHuWe HeobxoguMoii KoNOHKW. [0 yMoNYaHMtO BbINOMHSIETCS COPTUPOBKA no andasuty. YTobbl uameHuTb
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HanpaBs€HNE COPTUPOBKU, NOBTOPHO HA>XMWUTE HA HAa3BaHUE KOJIOHKW.

Mounck koHTeliHepa. [ns bbICTPOro noucka HeEOBXOAMMOro KOHTEHEPa BOCMOJ/Ib3YATECH NMONCKOBOW CTPOKOI
«[lounck koHTelHepay. lNonck ocyllecTBAsSIETCA NO BCEM MOMSIM OLHOBPEMEHHO.

Bknagka npegoctaBnsieT foctyn K ciaegytowum yHKLusIM:
® TeCcTMpOBaHNE KOHTeNHepa;

® KOMMpPOBAHUE KOHTeHEePa;

e yCTaHOBKa cepTudukara.

B paclimpeHHOM pexume MCNOMb30BaHWS NaHENN LOCTYMHbI Cleaytolme AONOSHUTENbHbIE Onepauun c
KOHTelHepamu:

e buibTpauus koHTelinepos no nposaigepy (CSP);

® VCMO/Ib30BaHME A/l MOMCKA KOHTEWHEpa NI0KaAbHOMO XpaHuivwa komnbtoTepa (yHKLMs JOCTynHa npu
3anycke nMaHenn ¢ nNpaBamMu agMuHuUCTpaTopa (cynepnosib3oBaTens));

® V3MeHeHne Naposi KOHTeliHepa;

® yhaneHne KOHTeliHepa.

B cny4ae BO3HWKHOBEHMS OWINOKKN BO BPEMS BbINOJAHEHUS KaKol-1MbO onepaummn ¢ KOHTEHEPOM, BHU3Y OKHA
KPacHbIM LBETOM oTobpakatoTcss kof u uHdopmaums ob owmnbke. Ecnn onepaums ¢ KoHTeliHepom 3aBepLueHa
yCrnewHo, oTobpa)kaeTcsi COOTBETCTBYIOLLEE COObLLEHNE.

0 Kpuntolpo CSP - O x
~
Q Mowck KOHTEVIHepr
Beibepute CSP 415 onepauui ¢ KOHTeHHepamu
Obuwee -
Bce koHTelHepsl (BoIOpaTe CSP aBTOMaTMYeckm) 2
OBbnayHbIi NpoBariaep Q Mowck KoHTelHepa
" CuuTeiBaTENL KoHTelHep Mma cybrekTa ~
KonTeiihepsl REGISTRY test0904_cont_copy test0904
REGISTRY test0904_cont test0904
CepTVICbHKaTbI CLouD DSS-70a8bedb-520a-48...  test0708
REGISTRY test040919_cont test040919
CoaaaHue nognvcu CLouD DSS-f1035abb-4¢8c-4d1...  test
HDIMAGE te-47cab39d-d876-4784... petrovanp
REGISTRY te-2be458c1-fe6d-4e3f-..  petrovanp
MpoBepka nognucu PR R %

[ Mcnonb3osaTb N0KaAsHOE XpaHWUAULLE KOMIbIOTepa
YnpaBneHWe HocuTenamu . .
MpoTecTMpoBaTh KOHTeHep CkonupoBaTk KOHTelHep Kak

HacTporiku CMeHM1Tb NapoNib KoHTeliHepa Yaanuth koHTeliHep

YcraHoBUTL cepTudumkat

CKpbITb PaclUMpeHHbIe

Pucyrok 14. Bknagka KoHTeiiHepbl

Mpumeuanue. Ecan Ha koHTeliHep yCTaHOBNEH Naposib, OH DydeT 3anpalinBaTbCs B OKHe ayTeHTuduKaymn
B KOHTENHEepe BCSKWIA pa3 npw BbINOJHEHWUM OMepaunii C 3akpbiTbiM Kao4oM. [ns yaobctea B cny4ae
HEObXOAMMOCTII MHOFOKPaTHOrO OBpaLLEHMs K 3aKPbITOMY K04y BO3MOXXHO COXPaHWUTb Naposib KOHTEliHepa
B CMELMaNbHOM XPaHWINLLE NIOKAJIbHOrO KoMmnbtoTepa. s aToro ycravoeute dpnar CoxpaHuTs naponb B
cucTeme B OKHe ayTeHTUdmKauum B koHTeliHepe (cm. Pucyrok 15).

[ns ypnaneHus paHee CoXxpaHeHHbIX Maposieil BOCMONb3yiTech byHKUnelhd YaannTb coxpaHeHHble naponuv
Bkiagku Hactpoiiku.
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4 AyTenTwdmkauns - Kpuntollpo CSP X

Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provider sanpawmsaet
Naporb AN ayTeHTUdKKALIMA B KIIOUEBOM KOHTEHEpE

CunTbiBaTenb: REGISTRY
YHUKaNbHOE UMA OTCYTCTBYET

KoHTeiiHep: al147b6758-7102-6009-0382-cb84c088bE2

Beegute napone. ‘ ssssssss

CoxpaHuTb Naponb B CHCTeMe

TpeboBaTs Naponk NP1 Kaxaoi onepalimi

PucyHok 15. CoxpaHeHue napossi KoHTeliHepa
2.5.1 TecTtnpoBaHue koHTeliHepa

TecTnpoBaHue KoHTeliHEpa MO3BOMSIET MPOBEPUTL ero paboTocnocobHOCTL, a Takxe 0Tobpa3uTb CBOWCTBA
kntoYa (katoueii) n ceptudprkata (ceptudpukaTos) B KoHTeliHepe. YTobbI MpoTECTUPOBaTL KOHTENHEP:
1) na Bknagke KoHTeliHepb! Bbibepute HEOOXOANMBIA KOHTEIHEP;
2) HaxmuTe kHonky lMpoTecTupoBaTh KOHTeHep;
)

3) ecnm Ha A0CTYyN K KN4y YCTAaHOBJIEH NapoJib, BBEANTE €ro B OKHE ayTeHTI/ICbVIKaLI,VII/I B KOHTeVIHepe.

PesynbTaThl TecTupoBaHus oTobpaxatoTcsi B HOBOM okHe. Eciim B npouecce TecTnpoBaHusi KoHTeliHepa bbinu
OBHapy»eHbl OWNOKN, MHMOPMALNS O HUX BbIAENSIETCS KPaCHbIM LBETOM B OKHE C pe3y/ibTaTamu nposepku (Cm.
PucyHok 16).

) TecTMpoBakme KOHTEAHEPa 3aKPLITOTO KNOUA X

TecTUpoBaHWe KOHTelHepa 3aBepLIMAOCL OLIWOKON

KoHTeilHep 3akpelITOro KAKYa ~
uma DSS-f1835abb-4c8c-4d1f-01f2-
YHUKaNLHOE WMA CLOUD\\DSS-f1035abb-4c8c-4d1
FQCN uma \\.\CLOUD\DSS-f1@835abb-4c8c-
KOHTelHep nonbsoeatena
npoeepka UenoCTHOCTH ycneuwxo
sarpyska knwyen Owubka Ox8009000A (214807348
BEpCMA KOHTedHepa 4

Knw4 obmeHa
ANWHa OTKPLITOro Kawya 512
3KCMOPT KAk4a sanpelex
KN4 AeACTBUTENEH Mo 99/10/2018 10:52:32
WCMONb30BaHUe Klya sanpelwexo. Cpok AeACTBUA 3aK
anropuTM rocT P 34.10-20081 DH

FOCT P 34.1@ 256 6uT, napame
FOCT P 34.11-94, napameTpbl n

SKCMOPT OTKPHTOrO KAK4a ycneuwxo
BLIMHCIEHUE OTKPLITOrO KIKYa ycneuwxo
WMMOPT OTKPLITOTO K4a ycneuwxo
NoANUCH Ounbka @x80@90016 (214307349
co3fanue Knwda obmena Ounbka Bx80890020 (214307350
cepTUdUKaT B KOHTelHepe
COOTBETCTBYET 3aKpLITOMY KAHYY Aa
umMa cepTudukaTa test
cybbexT S=RU, CN=test v
< >

CoxpaHuTb B daiin

PucyHok 16. PesynbTaTbl TeCcTVpoBaHUMsl KOHTeHEpPa
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2.5.2 KonunpoBaHue kKoHTeiliHepa

Mpumeyanne. [lpn wucnonssosaHum dyHkuun CkonupoBaTb KOHTEWHEP HOBOMY KOHTeliHepy Mo
YMOJIHaHWIO NpUCBaNBaeTCs UMs Buaa contname copy. [ns caMocTosTeNbHOro Ha3HaYeHUs UMEHM
CKOMUPOBAHHOrO KOHTEHepa 1 BbIOOpa HEKOTOPLIX APYruX MapameTpoB BOCMONb3yiATECh yHKUMED
CkonupoBaTb KOHTEHEpP KaK pacLUMpeHHOro pexunma naHesu.

KonupoBaHue KOHTeliHEpa 3aKpbITOro Kjk4a AOCTYMHO TOJILKO AJ1st KJIOYEHR, Npu reHepauun KOTOpbIX Bbi
YCTaHOBAEH MPU3HAK 3KCnopTupyemoro. YTobbl cCKoNMpoBaTh KOHTElHEp:

1) Ha Bknagke KoHTeiiHepbl BbibepuTe HEOOXOAUMBI KOHTENHEP;

2) HaxmuTe KHonky CkonupoBaTb KOHTeliHep;

3) BbIbepuTE AOCTYMHBIN K/IHOHEBOR HOCUTENb AJ1Si HOBOFO KOHTEHEPA;

4) ecnu Ha [JOCTYN K KJOYY B KOMUPYEMOM KOHTEWHEpE YCTAHOBJEH Mapofib, BBEAUTE €ro B OKHe
ayTeHTUdUKaUMN B KOHTEHEpE;

5) ycTaHOBMTE Maposib fJisl HOBOTO KOHTEHEpa B OKHE ayTeHTUdMKaLnu.

Ecnau npu konupoBaHum KoHTeliHepa HEODXOAMMO N3MEHWTHL €ro MapaMeTpbl MO YMONYaHUKD, BOCMNOJb3YTECH
dyHkuneii CkonmpoBaTb KOHTEWHEp Kak:
1) nepeiignTe B pacLUNPEHHbIV PEXNUM WCMONL30BAHUS MaHENM, HaxaB KHorKy Moka3aTb paclimpeHHble;
2) Ha Bknagke KoHTeiHepbl BbibepnTe HEOOXOAMMBIN KOHTEHEP;
3) HaxmuTe kHonky CkONMPOBATbL KOHTEMHEP Kak;
4) ykaxkuTe cnefytoLime napameTpbl st HOBOFO KOHTeliHepa:
® 1MS KOHTeliHepa
e npoBaiigep (BocTynen ans BblbOpa, €CAN HA MalUMHE 3apervCTPUpOBaHbl HECKOJNILKO MPOBaiifepos
ofjHOrO Tnna)
e ycTaHoBUTE psiar, eC/iv HOBbIA KOHTENHEP [OJKEH HAXOAUTHLCS B JIOKAJIbHOM XPaHMIMLLE KOMMbIOTEPa
(mocTyneH npm 3anycke naHenu C npaBamu agMmuHucTpaTtopa (cynepnonb3oBaTens))
5) BblbepuTE BOCTYMHBIN K/IKOHEBON HOCUTENb A4S HOBOFO KOHTEIHEPa;
6) ecnm Ha [JOCTYN K K/OYY B KOMMPYEMOM KOHTEWHEpPE YCTAHOBJEH Mapofib, BBEAMTE €ro B OKHE
ayTeHTUdMKaLMU B KOHTEHEpPE;
7) ycTaHOBMTE Naposib A1t HOBOrO KOHTeliHEPA B OKHE ayTeHTUbrKaLmu.

2.5.3 VYcraHoBka ceptudmkata U3 KoHTeliHepa

Mpumeyanne. [lo ymonuyaHuto ycTaHOBKa cepTudukaTa MPOU3BOANTCS B  XPaHWIMWE TEKYLLEro
nonb3osatensi. 4Tobbl ycTaHOBUTL CepTMMKAT XpaHWAULLE JIOKAJbHOrO KOMMbIOTEpa, ycTaHoBuTe dhnar
Vlcnonb3oBaTh NOKanbHOE XpaHUMLLLE KOMNbIOTEPA, JOCTYMHbIA B PaCLUMPEHHOM PEXUME.

Mpu ycTaHoBke cepTupmkaTa W3 KOHTEHEpa B XpaHwinwe (OPMUPYETCS CCbUIKA Ha 3aKpbITbi KON,
COOTBETCTBYOWUI faHHOMY cepTudmKaTy.

[ns ycranoBku cepTudbrkaTa, XpaHsILLErocs B KOHTEAHEPE 3aKPLITOrO KJIKOYa, B XPaHUIMLLE CEPTUDUKATOB:
1) Ha Bknagke KoHTeiiHepbl BbiIbepuTe KOHTEHEP, U3 KOTOPOrO HEOBXOAMMO YCTaHOBUTL CEPTUUKAT;
2) HaxmuTe KHOMKY YCTaHOBUTbL cepTudmkar.

2.5.4 WN3meHeHne napons KoHTeiliHepa

YT00Obl CMeHUTL Naposib KOHTERHEpa:
1) nepeiignTe B pacLUNPEHHbIV PEXNUM NCMONL30BAHUS MaHeNM, Haxas KHorKy Moka3aTb paclumpeHHble;
2) Ha Bknagke KoHTeiiHepbl BbibepnTe HEODXOANMDIA KOHTEHED;
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3) HaxmuTe kHonky CMeHUTb Naposb KOHTelHepa;
4) B OKHe ayTeHTUMKALMN B KOHTENHEPE BBEAUTE TEKYLUIA Naposb N ABaXAbl HOBbIA Naposib.

Mpumevanne. Ecan naponb koHTeliHepa coxpaHeH B xpaHuwiuwe (bbin ycranosned cnar CoxpaHuTts
naposib B CUCTEME), B OKHE CMEHbI Mapoisi TEKYLUMii Naposb BBOANTL He Tpebyertcs. MMocie cmeHbl naposs
HOBbIW Naposib TakxXe DyAeT CoxpaHeH.

2.5.5 VYpaneHwune koHTelHepa

Y7100bI yaanuTb KOHTERHEP:

1) nepeiignTe B pacLUMpEHHbIV PEXNUM NCMONL30BAHUS MaHENM, HaxaB KHomKy Moka3aTb pacluimpeHHble;
) Ha Bknagke KoHTeliHepbl BbibepuTe HeObXOAUMbIA KOHTENHEP;

3) HaxxmuTe KHOMKy YAAnuTb KOHTelHep;

) MOATBEPAMTE yAa/NEHUE KOHTEHEPa.

Mpumeyanue. Mpu yganeHnmn KoHTeAHEPa ONMCAHHBIM CMOCODOM CBSI3aHHbIE C KOHTElHEPOM CepTUdUKaTLI B
CUCTEMHBIX XpPaHUAULLAX HE yaanstoTcs. YTobbl ygannTe COOTBETCTBYIOWME CEPTMMKATBI, BOCMOJIb3YATECH
dyHKumnen Yoanenne ceptudukara.

2.6 Onepauyuun c ceptudukaTamm

Bknagka Ceptudpmkartbl copepxut dyHkunm ynpasnenus ceptudpmkatamm Il v CBA3aHHBIMU C HUMK
KJ0YaMy NOAMUCH.

Ynpasnenne KonoHkamMun Tabaunubl. [1o ymMonuyaHuio ans Kaxaoro ceptudpmkaTta ykasaHbl nMs cybbekTa,
UM M3[aTeNs, CPOK HAEACTBUS U OTnevaTok. B Tabnuue MOXKHO M3MeHUTb nepedeHb OTODPa)kaeMblX CBONCTB
ceptTudmkata (M COOTBETCTBYIOLMX KONOHOK). [lnsi 3TOro HamuTe npaBoii KHOMKOW MbIWKM Ha Ha3BaHue Ntoboii
KOJIOHKN 1 B BbINafatoLLEM CMIUCKE YKAXKUTE Te KOJIOHKM, KOTOpble Heobxoanmo oTobpasnTs B Tabnuue.

ﬂ'ﬂﬂ N3MEHEHNA nNopsAagKa OTO6pa)KeHVI$| KOJIOHOK JIEBOW KHOMKOI MbIM 3a)KMUTE Ha3BaHWE KOJIOHKU 1
NEPETAHNTE €€ Ha HEO6XOAI/IMOG MECTO B Ta6J'II/ILI,e.

Coptuposka ceptudpmkatoB. B Tabnuue pgoctynHa coptuposka cepTudMKaTOB MO OAHOW W3 KOJOHOK
Tabnuuel. o ymonuaHuio cepTudpmkaTbl OTCOPTUPOBAHbLI MO 3HAYeHUO oOTnedaTka. YTobbl OTCOpTMpOBaThL
cepTudnKaThbl, HAKMUTE Ha Ha3BaHUE HEOBXOANMOIE KOMIOHKI. [10 YMOTHaHMIO BBINOHAETCS COPTUPOBKA NO andasunTy.
YT1obbl M3MEHNTL HanpaBJeHNE COPTMPOBKMN, MOBTOPHO HAXKMUTE HA HAa3BaHUE KOJIOHKM.

Mounck ceptudpukata. Ons bbicTporo noucka Heobxoanmoro cepTudpmkaTa BOCMOJb3YATECH MOUCKOBOI
cTpokoii «[louck ceptucpmkaTtay. MNonck ocyliecTBAsSIETCS MO BCEM MOJSIM OAHOBPEMEHHO.

OTob6paxeHne ceptudunkatos B xpaHunuuwe. [lo ymonyanuio B Tabanue otobpaxatoTcs cepTudurkaThbl
xpaHuaniwa JlnyHoe nosb3oBaTeNsl, OT WMEHW KOTOPOro 3anylieHo npusoxeHue. YTobbl oTobpasuTb nepedeHb
cepTndrKaToB B HEOBXOAUMOM XpaHWAULLE, BbIDEpUTE €ro N3 BbiNafatoLLEro CNUCKa Haf, CTPOKOW MOUCKa.

Bknagka npegoctaBasieT focTyn K Cieaytowmm yHKLUAM:
® YCTaHOBKa CepTMUKATOB B XpaHunuuie ns daiina;

e ypaneHve cepTudmkaTa u3 XpaHUInLa;

® MpPOCMOTP CBOICTB cepTudprkaTa B XpaHUINLLE;

e yCTaHOBKa cepTudumkara.
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B pacluimpeHHOM pexxume UCNONb30BaHUS NaHENN LOCTYMHbI CNEAYHOWNE JONONHUTENbHbIE ONepaLun:

® VCMOJIb30BaHME AJISt MOWCKA WIN YCTAHOBKM CEPTUPMKATA JIOKANbHOTO XpaHuauwa komnetotepa (yHkuus
[OCTYMHa Npu 3anycke NaHenn C NpaBamMn agMuHucTpaTtopa (cynepnosnb3oBaTens));

e OTKIOYEHME aBTOMATNYECKOrO BbIbOpa XpaHuanwa A5 YyCTaHOBKM cepTudmkaTa;

® UMMOPT Kto4eli us daiina;

® SKCMOPT KJtoYeli B dhaiin.

B cnyyae BO3HUMKHOBEHWSI OWWOKM BO BPEMSI BLIMOJHEHUS KaKOR-nMbo onepaumm € CepTuUKaToM uiu
COOTBETCTBYIOLMM KHOHOM, BHU3Y OKHa KPaCHbIM LBETOM OTObpakatoTcs kog M uHgopmaumsi ob owmnbke. Ecin
onepauusi 3aBepLUEHa YCMELLHO, OTODPaXKaeTCsi COOTBETCTBYHOLEE COObLLeHME.

b:) Kpwntolpo CSP - m} X
Q noucx Ceptrdnkarbl
Obuwee Jnuroe -

Q Mowck ceptndmkata
ObnayHbIl NpoBaraep

Wms cybbexra ma wapatenna Cpok feiicTeus OTtneyatok ey
. test Tectosblid YL, O0... 09.10.2018 889C57D31FD3E9...
ATTEEEEE test0202 CRYPTO-PRO Test... 02.05.2018 20D9ED1D2814EE...
test040919 CRYPTO-PRO Test... 09.07.2019 3315F2B258B758F...
CepTucpuKaThl test0708 Tectoeslif noguu...  07.11.2018 6C4413AEET3C20...
test0904 CRYPTO-PRO Test... 09.07.2019 7804228BF1BDAC...

Co3saaHue nognucu test1 CRYPTO-PRO Test... 08.07.2019 323E0AA38E1616... v

Mcnonb3oBath NoKanbHOe XpaHWUAuLe KOMNbHOTEPAa

Mpoeepka noAnUcu L] OtkntoumTh aBTOBLIGOP XpaHWAMLLA (MCNOAL30OBATH TeKyLlee)

YcTraHOBUTE cepTndurKaTthl JKCNOPTUPOBaTh CEPTUOMKATHI
YnpaBneHe HocUTenaMun pTUd CnopTv cel
MiMnopTrpoBaTh Ko4n SKCNOPTUPOBAaTh KAHUM
HacTpoiiku
CBoicTBa cepTUdUKaTa YpanuTb cepTidpukar

CKpbITb pacluMpeHHbie

Pucynok 17. Bknagka Ceptudpmkatsi
2.6.1 VYcraHoBka ceptudukatoB us daina

QOyHkuymsi YcTaHOBUTH CcepTUUKaTbl MO3BOJSIAET YCTAaHOBUTL CepTUUKaTel U3 (PaliioB  pasanyHbIX
popMaToB B COOTBETCTBYHOLLME XPAHUANLLA CEPTUUKATOB.

Mo ymonyaHmio BeIbOp XpaHuauwa Ans cepTudpmkaTa OCyWeCcTBAsSIETCA aBToMaTudeckn. Ecim npu yctanoeke
cepTuUKaTa KOHTEAHEP COOTBETCTBYIOLLErO 3aKPbITOrO Kito4Ha LOCTYMNeH, CepTUCUKAT MOMELLAETCS B XPaHUIMLLE
Nuunoe. B apyrux ciyyasx cepTudmkaTtbl pacnpeaensitoTcst Mo XPaHWaMLWam CorlacHO CBOEMY Ha3HaYeHUIo.

YT00bI OTK/OYUTE AaBTOMATMYECKMi BbIOOP XpaHUIMLA M YCTAHOBUTL CepTUUKAT B TEKYyLLEe XpaHuuLie

(HasBaHMe yka3aHO B MOJe Haj CTPOKOW mnoucka), yctaHoeute cpnar OTKAO4MTL aBTOBLIOOP XpaHunUwWa
(vcnonb3oBaTh Tekyuee).

daiinbl HekoTOpble chopMaToB MOryT coaepxaTb bosee ogHoro cepTudmkata. [lpu ycrtaHoBke oHn byayT
aBTOMAaTUYECKN Pa3MELLEHbI MO COOTBETCTBYHOLLMM XPaHUINLLAM.

Mpumeyvanne. [ns ycTaHOBKM CEpTMPUKATOB B XPaHWIULLE JIOKAJIBHOrO KOMMbIOTEPA HEobxogumo
npeABapuTesnbHO ycTaHoBuTh dnar Micnonb3oBaTth oKanbHOE xpaHuauuie KomnoioTepa. one goctynHo
TONILKO MPU 3aMycke MaHes M C NpaBaMu agMuUHUCTpaTopa (Cynepronb3oBaTens).
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YT106bI ycTaHOBUTL cepTudmkaT us daiina B XxpaHUnLLE:
1) HaxkmunTe KHOMKy YCTaHOBUTL cepTuduKar;
2) B OTKpbIBLUEMCSI OKHe BblbepuTe chailin cepTudmrkaTa ANst YCTaHOBKM,

B cnyyae ycnewHoro BbiMONHEHUsSI ONepauny nepedeHb YCTaHOBJIEHHbBIX CEPTUCNKATOB B COOTBETCTBYHOLLNX
XPaHUINLLAX MOXXHO PA3BEPHYTb MO KHOMKE C cooblieHnem ob ycrewHoli ycTaHoBKe BHU3Y OkHa (cMm. PucyHok 18).

P:) Kpuntolpo CSP - O X
Test User Tectoewiid Y1, Q0... 17.10.2018 A414C2CD3C8EE... A
O\ Mowick TestBad CRYPTO-PRO Test... 31.01.2019 0A89922D480964...
TestBadCert CRYPTO-PRO Teu... 01.02.2019 DA3FACB47291A9...
Obuee TestUser CryptoPro Test CA  30.03.2019 DFFAF53A024341...
TestUser1 TectoBblid nogun...  01.02.2019 EOCACF841338AB...

TestUser2 Tectoeslit noaum...  02.02.2019 3BBCFB4C3B7AGE...

QObnayHblil NpoBangep

WNcnons3oBats nokanbHoe XpaHuaunue KoMmnbioTepa

KoHTeriHepbl Ll Omentounts aBTOBBIGOP XpaHUAMILA (MCOAL30BATL Tekyluee)
YcTaHOBUTb cepTudmKaTsl
CepTudcuxaTsl prud
VIMnopTtupoBars kauu SKCNOPTUPOBATh KAHOUM
CosfaHue noanucu
CBolicTea cepTudUKaTa Yaanute ceprudmkar

Mposepka noaamcu ¥ YcraHoBKa 3aBeplueHa, cepTudukaThl pacnpejeneHsl Mo XxpaHaniLam
CepTndukat ycraHoBNEeH
Otnevatok: 046255230B0EB1CDD1797D9ABBCE1F699E3687F3
Wms cybbekta: CRYPTO-PRO Test Center 2
HacTpoiiku Xpanunuile: JoBepeHHEIE KOPHEEbIE LIEHTPEI CepTUdrKaLMn
CepTndukat ycraHoBNEeH
Otneuatok: A3DB737C970063643416C07AD55275605FD3DC65
Wms cybbekra: 123
Xpanunuwie: pyrie nofs30eatent

YnpaBneHue HoCcHTENAMU

CKpbITb paclumMpeHHsle

PucyHok 18. Vctanoeka cepTudmkatos us caiina

2.6.2 VYpaneHue cepTuchmkata M3 xpaHunauwa

Y7106b1 yoanuts cepTudnkaT U3 XpaHuanLa:

1) Ha Bknagke Ceptudukatbl BoibepuTe HeobxofMMbIA cepTdUKaT;
2) HaxmuTe KHOMKY YaanuTb cepTudmkar;

3) noaTBepanTe yaaneHue ceptudmkaTa.

Mpumeyvanune. MNpn ypaneHun ceptudprkaTa U3 XPaHWINLLA OMUCAHHBLIM BbllLE CNOCODOM CBS3aHHbLIA C
cepTnKaTOM K04 MOANUCA He ypansieTcs. YTobbl yaanmTb COOTBETCTBYIOWMIA CepTUdUKATY KIIHOY,
BOCMOJIb3YiiTech dbyHKuMeli YaaneHne KoHTeliHepa.

2.6.3 [pocmoTp ceoiicTB cepTudmkarta

Y1066l NpocMOTpeTL CBOCTBA cepTudmkaTa:
1) na Bknagke Ceptucbukatbl Boibepute HeobxogMMbIi cepTudmkar;
2) naxmute kHonky CBoiicTBa cepTudmkaTa.

OTkpoeTcst 0KHO, cofepxKallee nepedeHb nonein ceptudpukata (cm. Pucyrok 19). TekcT B okHe gocTyneH gsist
KOMMpOBaHMsI.
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CsoicTea cepTudurkara

Issuer
Subject
Serial
SHA1 Hash
SubjKeyID

Signature Algorithm :
PublicKey Algorithm :
: 15/01/2019 09:03:01 UTC

: 15/04/2019 09:13:01 UTC

: Yes

: CLOUD\\DSS-d7411742-9aa2-481e-394d-1c5¢5137bf38

: Crypto-Pro GOST R 34.10-2012 Cryptographic Service Provi
: ProvType: 80, KeySpec: 1, Flags: 0x@

: http://testca2012.cryptopro.ru/ocsp/ocsp.srf

: http://testca2012.cryptopro.ru/aia/bb7efc412d4a7ebbl28fe
: http://testca2012.cryptopro.ru/cdp/bb7efc412d4a7ebbl28fe
:1.3.6.1.5.5.7.3.2

Not valid before
Not valid after
PrivateKey Link
Container

Provider Name
Provider Info

OCSP URL

CA cert URL

cobp

Extended Key Usage

: E=info@@cryptopro.ru, OrPH=1837780085444, WHH=@077171079¢
: CN=TestUserd, O=Acme, G=Test User, I=test, C=RU

: BOx2AE39700D6A94889448D8C55AF15EB33

: aa25d47be8fa8e485e86352db784d25513441319

: 1f3e51d1f63625779419069c63dc1107859%ac@la

roCT P 34.11-2012/34.10-2812 256 6uT
FOCT P 34.10-2012 256 6uT (512 bits)

< >

OK

Pucynok 19. Ceolicta ceptudukarta

2.6.4 JkcnopT ceptudmkatos B daiin

Y106k 3KCMOPTHpPOBaTL CepTUduKaT B haii:

1) na Bknagke CepTudunkatbl BolbepnTe O4UH NN HECKOJIBKO CEPTUUKATOB;

2) HaXxmuUTe KHOMKY DKCNOPTUPOBaTb cepTudUKaThbl;

3) B OTKPBIBLUEMCSI OKHE YKaXKuUTe MyTb, UMsi 1 TUn aiina n HaxmuTe kHonky CoxpaHuTsb.

Mpumeyanune. Mpn skcnopTe cepTudbmnkaTa B haiin ONMCaHHLIM Bbille CNOCOBOM CBA3aHHbIN C cepTUdNKaToOM
KMOY NOANMUCK (3aKpbIThIA KIO4Y) He 3KCNopTUpyeTcsi. 4Tobbl 3KCMOPTMPOBaTh COOTBETCTBYHOLLMI KO,
BOCMOJIb3YATECh (PyHKLMER DKCMOPT KIIHOYEN.

2.6.5 WmnopT kntoyein

MmnopT kntoyeid BoimonHsietcs u3 daiina obmena nuyHoii nxcpopmaumeii opmata PKCS #12 (.PFX). Mpu
nMnopTe KitoYellt cepTudpmkaTbl U3 paiina aBTOMaTUHECKN YCTAHABIMBAIOTCS B COOTBETCTBYIOLME XPAHMIMNLLA.

Y1066l MMNOPTUPOBaTL KIIKOY:

1) nepelignTe B pacLUMPEHHbIA PEXMM UCMOAb30BaHNS NaHENM, HaXaB KHomnky [Moka3aTb paclumpeHHsbie;

2) Ha Bknagke CepTudpmkartsbl HaxxmuTe kHonky MimnopTupoBaTth kntouu;

3) B OTKpbiBWeMCs OKHe BblbepuTe haiin PFX ans umnopra kntoyelt; ecnm ykasaHHblid haiin 3alyuiueH ¢
MOMOLLIbIO Maposl, BBEAUTE €ro B COOTBETCTBYIOLLEM OKHE;

4) B okHe BbIbOOpa KNHOHEBOrO HOCUTENST YKAXKNTE HOCUTENb ANs CO3LAaHUSI KOHTEHEPa;

5) ycTaHOBMTE Maposib fJisi HOBOTO KJIKOHEBOrO KOHTEWHEPA B OKHE ayTeHTUUKaLmMu;

6) AN YCTaHOBKM COOTBETCTBYIOLLEro 3aKpbITOMY Kjtody cepTudmkaTa BBeguUTe
ayTeHTUUKaumN B KOHTeliHepe (ecnim OH BbiN YCTaHOBIEH Ha MpefblAyLLEM Luare).

napoJjib B OKHE

B cnydae ycnewHoro BbIMOSHEHUSI OMEpPaLMK MepeveHb YCTAHOBJIEHHBIX CePTUVNKATOB B COOTBETCTBYHOLLUX
XPaHUANLLAX MOXXHO Pa3BEPHYTb MO KHOMKE C cooblueHnem ob ycrnewwHoli ycTaHoBKe BHU3Y OkHa (cMm. PucyHok 18).

2.6.6 JkcnopT kaouyeii

DKCNoOpT KAtOYEl M COOTBETCTBYHOLLEro cepTudpmKkaTa BbINOSHSETC B paiin obmeHa nnyHol uHopmauueit
cdopmata PKCS #12 (.PFX). laHHas onepauunsi [OCTYMNHA TOLKO AJisi KJHOYEN, NMEIOLLMX MPU3HAK SKCMOPTUPYEMBIX.

YT106bl 3KCNOPTUPOBATL KHOY:
1) nepeiignTe B pacLUMpEHHbIV PEXNUM WCMONL30BAaHUS MaHeNU, Haxas KHornky Moka3aTb paclimpeHHble;
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2) Ha Bknagke CepTudmkatbl BblbepuTe cepTuUKaT, COOTBETCTBYIOLIMA KIIHOYY, KOTOPbIA Heobxogumo
3KCMOPTUPOBATS;

3) HaMmuTe KHOMKY DKCNOPTUPOBATL KIOUW;

4) B OTKPBIBLUEMCSI OKHE YCTAaHOBUTE Maposib Ha codgasaemblii paiin PFX;

5) B cnepyloLLeM OKHe yKaxknTe nyTb 1 UMsi 4Jis co3gasaemoro daiina PFX;

6) ec/im Ha KOHTEWHEpP SKCMOPTUPYEMOrO KJtO4a YCTAHOBJIEH MapoJib, BBEANTE €ro B OKHE ayTeHTUMKaLN B
KOHTeiHepe.

2.7 Co3paHune nognucu

Bknagka Co3pgaHune noanucu npegHasHadeHa ans cosmanus nognucu daiina n coxpaHermne ee B suge CMS-
daiina.

Moanuck dalina co3paeTcsi C UCMONBL30BAHNEM KJHOYa, COOTBETCTBYIOLLErO BhIOpaHHOMY B OKHE cepTuduKkary.
Bo3moxHO co3aaTh npncoeanHeHHyto nognuck (MoLNNCLIBaEMbI JOKYMEHT U MOAMUCH COAEPXKATLCS B OAHOM dhaiine)
N OTCOEAMHEHHYIO MOANMUCH (CO3AAETCS B OTAENBHOM OT MOAMMCHIBAEMOrO AOKYMEHTa daiinie).

VnpasneHue konoHkamu tabnuubl. o ymonyaHmio ans Kakgoro ceptudpmkaTa ykasaHbl UMsi cybbekTa,
UMA M3JaTeNs, CPOK [eNCTBUA U OoTnevaTok. B Tabnuue MOXKHO M3MeHUTb nepedeHb OTODpPa)kaeMblX CBOMNCTB
cepTudprkata (N COOTBETCTBYIOLYMX KOJIOHOK). [lnst 3TOro HaxmMuTe npaBoil KHOMKOW MbIN HA Ha3BaHue Jitoboi
KOJIOHKIN 1 B BbINaJatoLLEM CMIUCKE YKAXKUTE T€ KOJIOHKM, KOTOpble HeobxoamnmMo oTobpasnTs B Tabnuue.

Ons nsMmeHeHns nopsigka OTODPaXkeHUsi KONOHOK NeBOWi KHOMKOW MbILN 3a)KMUTE Ha3BaHUE KOJIOHKU 1
NepeTsiHNTE ee Ha HeODXOAMMOE MeCTo B Tabsuue.

CoptupoBka ceptudmukaTos. B Ttabauue pgoctynHa copTupoBka cepTUUKATOB MO OAHOW W3 KOJIOHOK
Tabnuupl. o ymonuaHuio cepTudpmkaTbl OTCOPTUPOBAHbLI MO 3HAYEHUO oOTneyaTka. YTobbl OTCOpPTMpPOBaThL
CepTNUKaTbI, HAXXMUTE Ha Ha3BaHWE HeOOXOANMON KONOHKI. [0 yMOTHaHMIO BBINOAHSAETCS COPTMPOBKA NO andasuTy.
YT106bI N3MEHUTL HaMpaB/ieHWe COPTUPOBKU, MOBTOPHO HAXKMMUTE Ha Ha3BaHUE KOJIOHKU.

Mouck ceptudpmukata. [Ons bbicTporo nowucka Heobxoanmoro cepTudpmkaTa BOCMOb3YATECH MOUCKOBOI
cTpokoii «[louck ceptucpmkaTtay. MNonck ocyliecTBASETCS NO BCEM MOASIM OAHOBPEMEHHO.

B paclumpeHHOM pexxume UCNOSb30BaHNS NaHENN LOCTYMNHbI AONOJAHUTENbHBIE ONUMKA CO3AaHNS NOAMMUCK:

e BbibOp cepTudMKaTa U3 XpaHUNULWA CepTMUKATOB JIOKANbLHOrO KoMmbloTepa (byHKLMs AOCTYnHa npu
3anycke MaHenn ¢ npaBamMu agMuHucTpaTopa (cynepnosib3oBaTens));

® CO3JaHNEe OTCOEAUMHEHHOV NOLMNCH.
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0 Kpuntolpo CSP - O x
Q Mowuck CO3,EI,aHVIe noanncum
ObLee Q Mouck ceptudukata
Mma cybrekTa Wma nspatens Cpok gercTens OTneyaTok ~
QObnayHbIi nposal?u:lep test CRYPTO-PRO Test... 08.05.2018 03CEAT657D282A...
test Tectosblid YL, O0... 09.10.2018 889C57D31FD3EI...
KoHTeilHepbi test0202 CRYPTO-PRO Test... 02.05.2018 20D9ED1D28T4EE...
test040919 CRYPTO-PRO Test... 09.07.2019 3315F2B258B758F...
c test0708 TectoBbIA nogumn... 07.11.2018 6C4413AEET13C20...
epTMCbHKaTbI test0904 CRYPTO-PRO Test... 09.07.2019 7804228BF1BDAC...
test1 CRYPTO-PRO Test... 08.07.2019 323E0AA38E1616...
Coa,u,aHue nognucu tect? 1NNT71R Tartneuili nnnuu 1N 1N 2018 FAARARACSRFACER h

Mcnonb3oBaTh NOKaNbHOE XpaHUAKLLE KOMMbIOTEPa
MpoBepka nognucu [ Coszpats oTcoeguHeHHyto noanmcs

Beibpate dain ana nognvcu CoxpaHWTb NOANWCE Kak
ynpaBﬂeHme HOCUTENAMUK
HacTpoiiku

Moanwvcats

CKpbITb PaclUMpeHHbIe

PucyHok 20. Bknagka Co3gaHue nognucu

YT106bI CO3aaTh nognuce daiina:

1) Ha Bknagke Co3pgaHve nopgnucu BoibepnTe cepTUdMKAT, COOTBETCTBYIOWNIA KJIIOHY MOAMNACH, KOTOPbIIi
BygeT Mcnosib30BaThCA AN CO34aHNS NOAMUCH;

2) HaxmuTe kHomky Bbibpatb dhaiin ana noanucy v BeibepuTe dhaiin, KOTOpPbIA HEOGXOAMMO MOAMMCATH
(nnmn BBeamTe agpec daiina Bpy4HyO B NOSE NOL KHOMKOM);

3) none c agpecom daiina NOANUCK 3aMONHUTCS aBTOMATUHECKN; MPU HEODXOAMMOCTN U3MEHUTE afpec uin
nMsi paiina BpyHHyto nam ¢ nomowybto kHonkn CoxpaHuUTb NOANUCHL Kak;

4) Haxmute kHonky Mognucats;

5) ecin Ha KOHTeiHep YCTaHOBJIEH MapoJsib, BBEAUTE €ro B OKHe ayTEHTUDNKALMN B KOHTEHEPE.

[ns npoBepky KOPPEKTHOCTU CO3AAHHON NOANUCU BOCNONbL3YliTeCh BKNagkoi [1posepka nognucu.

2.8 [lposepka noanucwu

Ha eknagke lNpoBepka nognucm MOXHO NPOBEpUTbH AEACTBUTENBHOCTb NPUCOEAUHEHHOW W OTCOEAUHEHHOIA
nognucu.

Mpumeyanue. [Ins nposepkmn oTcoegmueHHon nognucu notpebytotcs 2 daiina — NCxogHbIi NOLNUCLIBaEMbIT
JOOKYMEHT U halin ¢ noanunceHo.

B paclumpeHHOM pexume WCNonb30BaHUS MaHENM BO3MOXHO COXPaHWUTb WCXOAHbLIA chaiin nocne nposepku
NPUCOeAVNHEHHOW NOANUCK.
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0 Kpuntolpo CSP - O x
Q Mouck MNposepka noanucu
ObLwee BuibpaTh daiin c NnoAnUCcbIo 415 NpoBepKy

QObnayHbll NpoBaraep
[ CoxpaHatb ncxogHBIi daiin nocne NpoBepKy NPUCOeAMHEHHO NoANUCK

KoHTelHepbl CoxpaHuTe Gaitn Kak

CepTudchukaTtbl

MpoeepuTs NoANUCH
CospgaHue nognucu
MpoBepka nognucu

YnpaBneHWe HocuTenamu

HacTpoiiku

CKpbITb PaclUMpeHHbIe

Pucyrok 21. Bknagka MNMpoeepka nognucu

Y1066l NPOBEPUTL NPUCOEANHEHHYIO MOAMUCH:
1) HaxmunTe kHonky BbiOpaTh chaiin c noanucbio anst nposBepku n BbibepuTe haiin ¢ nognucbto (M
BBEANTE afpec paiina BPyHHYIO B MOJe Nog KHOMKOM);
2) ecim nocne NPOBEPKM MOAMNCA HEOOXOANMO COXPAHUTbL UCXOAHbIA haiin:
e nepelignTe B PacLUNPEHHbI PEXUM NCMONL30BaHUS NaHenn no kHonke NMokasaTb paclwmnpeHHble;
e yctavoeuTe csiar CoxpaHsaTb ucxogHbiii haiin nocne nNpoBepky NMpUCoOeanHEHHOR nognucwy;

e BbibepuTe NyThb K coxpaHsiemomy aiiny no kHonke CoxpaHuTtsb haiin kak (11m BBEAUTE €ro BPyUHYHO
B MOJIE MOA KHOMKOM);

3) HaxmuTe kHonky [MpoBepuTb nognuce.

Y7106l NpOBEPUTL OTCOEANHEHHYIO MOAMMUCH:

1) naxmute kHonky BbibpaTb chaiin ¢ nognucbio Ans npoBepku n Bbibepute daiin ¢ noagnucbio (nam
BBEAUTE afpec haiina BpyHHYIO B NOJE MOA KHOMKOIA);

2) HaxmuTe KHorky MpoBepuTb Nognucs;

3) ecnm uncxopHblii  paiin um paiini C MOAMUCHIO PACMOJIOKEHbI B Pa3HbIX AUPEKTOPUSIX WM  NMEIOT
HECOOTBETCTBYIOLME APYr Apyry umeHa (Hanpumep, test n sign.sig BMecTo test u test.sig), OTKpoeTCsi OKHO Afist
BblibOpa ncxogHoro dpaiina. B oTkpbiBlwemcs okHe BbIbepuTe ncxogHblii daiin, NoANMCHL KOTOPOro NPOBEPSIETCS.

Ecnu B pesynbtate npoBepkM nognucu BO3HMKIA OWMOKA, BHWU3Y OKHA KPaCHbIM LBETOM OTODPa3uTLCS

cooTBeTCTBytOLee coobuieHne. Haxxmute Ha coobLuerue, 4Tobbl OTKPLITH NogpobHyto nHopmaumio 06 owmnbke (cm.
PucyHok 22).
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0 Kpuntolpo CSP - O x
Q Mouck MNposepka noanucu
ObLwee | BuibpaTh daiin c NnoAnUCcbIo 415 NpoBepKy |

path_to_file/test.sig
QObnayHbll NpoBaraep

| MpoBepnTb NOANWCH |

KokTedepel ¥ Owwnbka Npy Nposepke Nognucu
Moanuecs 1/1: owwbka npw npoeepke (0x80096004: He yaaeTtca npoBepuTs NOANWCH
CepTudchukaTtbl pu nposepke { Y posep
cepTudmkara.)
Otneuatok: DA3FACB47291A9FE2ADOEFDCA43362513CC123A4
CospaHue nognucu ma cybwexTa: TestBadCert

MpoBepka noanuck

MNMokasatb paclwmpeHHble

Pucynok 22. Owubka npn nposepke nognucy cpaiina

2.9 VYnpasneHue HoOCUTENSAMU

NuctpymenTtsl Kpuntollpo npegocTtasnsier nHtepdeiic ynpasieHnst HEKOTOPLIMU NapaMeTpaMi MOLKIKOUYEHHbIX
CbEMHbIX KJIIOYEBbIX HOCUTENENA.

Mpumeyarne. HekoTopble dyHKUUM ynpaBaeHUss NaponsiMu HefOCTYMHbI As psaga Hocuteneir. B Takux
CNy4asx COOTBETCTBYHOLME KHOMKMN HA BKJAAKE HEAKTUBHbI. [1si BbINOSHEHUS! 3TUX AeliCTBUIA BOCMONbL3YTECH
MO npousBognTENS KIOYEBOrO HOCUTENS.

Bknagka YnpaBneHne HOCUTENSAMU AOCTYMNHA B PaCLUMPEHHOM PEXMME UCMONb30BaHNS NaHenu.

[ns ycTaHoBKM napameTpoB HOCMTeNs BbibepuTe ero u3 Bbinagatowero cnucka Bbibepute cuntbiBaTens.
Mone Bbibepute npunoxenune (pexxum paboTbl) MO3BONSET ykasaTb OAMH M3 MOAAEPKUBAEMbBIX HOCUTENEM
peXuMoB paboThbi:

e paboTa B pexxume MacCUBHOrO XpaHWANLLA KIHOYEBO MHopmauuy;

e paboTa B pexxnme aKTUBHOIO BblYNCINTENs De3 3awmTbl KaHana mexgy Hocutenem u CK3U;

e paboTa B peXxuMe aKTUBHOrO BbIYUCAUTENS C 3alMToi KaHana mexay Hocutenem n CK3W no npotokony
SESPAKE.

Ecnu HocuTenb nopfepxnBaeT nuilb OANH pexxum paboTbl, nose Boibepute npunoxexune (pexxum pabotsbt)
HEaKTUBHO.

MpumevaHne. Ha HekoTOpbIX HOCMTENSIX YCTAHOBJ/IEHbI CHETHMKM HEMpPaBWJIbHbLIX MOMbLITOK BBOZA Maposis
Hocutens. [Npu BBOAE HEBEPHOrO Maposisi 3HAaYeHME cHeTYMKa yMeHblaetcs Ha 1. Ecan B none «Ocrtanock
MOMbITOK» YKa3aHO 3HadeHue 1, npu crefyroLeli Hey[a4HOR NONbITKE BBOAA NapoJisi HOCUTENb 3ab10KMpYeTCs.
[HelicTeus, Heobxogumele s pasbNOKMPOBKN HOCUTESNS!, 3aBMCAT OT MOZESIN UCMOAb3yeMoro Hocutens. s
BbINOJIHEHUS 3TUX AEACTBUI BOCNONb3YTECH NHCTPYKLUAMN NMPON3BOANTENS KIHOHEBOrO HOCUTENS.
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CunTbiBATENb:

Hocurens:

HoBbI NH-KoA:

HUBTUDMTE BBOO.

< AyteHTudmkauma - Kpuntolpo CSP

BeeauTe nuH-KOA:

Crypto-Pro GOST R 34 10-2001 Cryptographic Service Provider 3anpawumeaet
TeKyLMi 1 HOBBI MMH-KOZ,

Aktiv Rutoken ECP 0
rutoken_ecp_383656b3

dh HesepHeiii napone. OcTanock nonbimok: 6

PucyHok 23. Beoa HeBepHOro naponsi Hocutens

HocTynHbl cnepytowme OyHKLAN YNPaABIEHNS HOCUTENSAMN:
1) CmeHUTb Napofib HOCUTENSI — MO3BOJISIET YCTAHOBUTL HOBbIN Naposib HocuTens. [ns n3menenus napons
BBEAUTE TEKYLLMI Mapoab 1 ABaXKAbl HOBbLIA B OKHe ayTeHTuduKaLmu.
2) Cmenuntb PUK — nosBonsieT ycTaHoBUTH HOBbI napoab agMmunuctpaTtopa (PUK). Ons namenenus napons
BeeguTe Tekywmii PUK u geaxabl HOBbIV B OKHE ayTeHTMuKaumm.
3) BepHyTb naposiib N0 YMOJIYAaHUIO — MO3BONISIET YCTAaHOBUTL HA HOCWTENb Mapofb, 3aAaHHbIRA
NPOU3BOAMTENEM YCTPOIACTBA MO yMon4aHuio. [is yCTaHOBKM Naposisi MO YMOJYaHWIO BBEAWTE TEKyW Ui naposib

B OKHe ayTeHTUdmKaumm.

4) BepHyTb 3aBOACKME HACTPOWKN — NO3BOJISIET BEPHYTH YCTPOICTBO K 3aBOACKOMY cocTosiHuto. Mpun aTtom
BCe AaHHble, XpaHsiLWmecsa Ha HocuTene, byayT yaaneHsbi!
5) COpocuTb CHETHMK MOMbLITOK — MO3BOSIET ODHYNUTL COPOCUMTH 3HAYEHME CHETHMKA HEMPABUJbHbLIX
MNonbITOK BBOZA naposs Hocutenst. [ns cbpoca 3HayeHus cyeTymka BBeanTe naposb agmunuctpatopa (PUK) B okne

ayTeHTudmKaumu.

6) 3abbiTb Naposb — MO3BOJSIET YAAANTL BCE MAPOJIN, XPAHSLLNECS B KILUE NPOBAiifepa UAN HOCUTENS.
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0 Kpuntolpo CSP - O x

Q Mowck yl'lpaBﬂE‘HVIe HOCHUTENAMK

BeibepuTe cunTbiBaTEND
Obulee :

Aktiv Rutoken ECP 0
OBbnayHbIi NpoBariaep BbibepuTe npunoxeHve

rutoken_ecp_346f8c0b ~
KoHTeiiHepbl

CMeHWUTb Napoab HOCUTeNs CmeHuTts PUK
CepTudchukaTtbl -
BepHyTb Napo/b Mo ymon4aHuio BepHyTb 3aBOACKNE HACTPOMKM

CozfaHue nognucu CBPOCUTL CUETUMK MOMbLITOK 3abbITe Naponb

MpoBepka Nnoanucu

YnpaBneHve HocuTenamu

HacTpoiiku

CKpbITb PaclUMpeHHbIe

Pucyrok 24. Bknagka YnpasneHune Hocutensimm

2.10 [JononHuTtenbHble HACTPOWKKN npoBaiigepa
Bknagka HacTpoliku goctynHa B paclumpeHHOM peXxnMe NUCMOb30BaHUSl NaHENN.

JocTynHbl cnegyrowme gononHutenbHbie HacTpoiiku Kpuntollpo CSP:

e HacTpoiikn obnauHoro nposaiigepa — no3BoASIET YCTAaHOBUTL 3HAYEHNE TaliM-ayTa Npu NOAKOYEHNUN K
cepeepy DSS. Mo ymonuyaHuto 3HadeHue He yctaHoneHo. Onums JOCTYMHa TOMBLKO MpuW 3anycke NaHenu ¢ npasamu
aAMUHMCTpaTopa (cynepronb3oBaTesns).

e VYpaneHne coOxpaHeHHbIX MNaposeil — MO3BOJSET YAAJUTb BCE COXPaHEHHbIE MapoaN KOHTeNHEpOoB
TeKywiero nosib3oBaTens. Jas yganeHnst COXpaHeHHbIX naposieli KOHTEHEPOB B JIOKAJIbHOM XPaHWUINLLE KOMMbIOTEPa
HeODXOANMO 3amyCTUTb NPUIOXKEHME C NpaBaMn agMUHNUCTpaTopa (cynepnosib3oBaTens).

e Mopaepxka cpeacTs NOATBEP>XKAEHUS NOAMNMUCU — MO3BOJISIET BKAOYUTL NOAJAEPXKKY N NMPUHYANTENBHOE
NCMONb30BaHNE CPeACTB noaTeepxaeHus nognucu. Onuum JOCTYNHbI TONBKO MPU 3anycke MaHesnM C npaBamu
aagMuHucTpaTopa (cynepnosib3oBaTtesns).

2.10.1 TloaTBep>xaeHue noanucu

®nar Bkaountb nogaepXky Cpeacts MNOATBEPXKAEHUS noanucu BkiatodaeT MexaHusm CK3U,
NO3BONAOLWNA NEpPefaBaTe COAEPXKMMOE MOAMUCLIBAEMOrO LOKYMEHTA CPEACTBAM BM3yann3auuy MOAMUCHIBAEMbIX
AaHHbIX, TakuMm kak Pytoken PINPad, SafeTouch PRO u Kpuntollpo DSS.

@®nar MpuHygnTtenbHO UCNOBL30BaTb YCTPOWCTBA MOATBEPXKAEHUS MOANUCK MO3BOSET obecnednTs
noaaepxky nognucn ganHeix TOJIBKO ¢ ucnonbsoBaHuem ycTpoiicTs nogTeepaeHust nognucu. [aHHas onuus
NO3BOJISIET UCMOJIb30BaTh YKa3aHHbIE YCTPONCTBA B CTapbIX NpUNoXeHusix 6es paspaboTtkm cneymansHoro API.

®nar [OCTYNEH AN YCTAHOBKU TOJIbKO MPU BKJKOHYEHUN NOAAEPKKN CPeEACTB NMNOATBEPXKAEHNA NOANUCK.

[ns npumeHeHns n3MeHeHWid nocae ycTaHOBKM hyiaroB TpebyeTcsi nepesanyck NpuIoKeHusl.
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Mpumevanne. Onums OTKAKOYAET BO3MOXHOCTb BbIMOJIHEHUS OMeEpauun noanucm 6e3  yCTpoiCcTBa
nogTeepxgeHns. [laHHas 0cobeHHOCTb MOXEeT OblTb MOJE3HON AN OrpaHMYeHUs UCMOJSIb30OBAHUS LpPYruX
KJIOYEBbIX HOCUTEeNel C LeNblo NoBbllleHns obliero yposHst BesonacHocTu. HTobbl BepHYTb BO3MOXHOCTb
NCMOJIb30BaHUST JIODLIX MOAAEPKUBAEMbIX KJIIOYEBLIX HocuTeneid, otkmounte dnar MpunygurtensHo
MCNONIb30BaTb YCTPOWCTBA NOATBEPXAEHUSA MOAMNUCU U NEpPe3anyCTUTe MPUSIOKEHNE.

0 Kpuntolpo CSP - O x
Q nouck Hactpolikm obnauHoro npoBaiigepa
TamM-ayT ana noakatodeHns k DSS cepsepy
Obuwee
OBnauHblii npoBaiinep CoxpaHéHHble Napoau
KoHTeitHepsi YpanuTb coxpaHéHHbIe Napoan
MoarteepaeHWe NOAMUCK
CepTudchukaTtbl

BosmoxkHO, NoTpebyeTca nepesanyck NpUAoKeHUs
L] BkntounTs noaaepsxky cpeacTs NOATEEPXKAEHUA NOANMCH

CosafaHve noanvcu |
ﬂpVIHyﬂ'MTeﬂbHO MNCNoNb30BaTh }‘CTpOMCTBa HOQTBGp)KJeHVIFI noanncKm

MpoBepka noanuck
YnpaeneHue HOCUTENAMU

HacTpoiku

CKpbITb PaclUMpeHHbIe

PucyHok 25. Bknagka HacTpoiiku
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